PHPODOOOOOselinux 00apache exec 00000

000 Administrator
00,1600 2018 14:31 -0000 00O, 1600 2018 14:42

000000 http://emn178.pixnet.net/blog/post/72463845-phpY%ES5%9F%B7%E8%A1%8C%ES%A4
%96%E9%83%A8%E7%A8%8B%ES5%BC%8F

How to execute an external program in PHP

00PHPOOOCOOOOODOODDODDOODOOCO000SELiINUX. php.ini00« Sudoer. 00000000000

0 php0000Cshell_exec(), exec(), system()0100000000000000000000000000000000Linuxd00000
00000000000

1. SELinux

000000000DOD00O0OD00D0ODO00D00O00D0OD000000phpoOOO0O000DO0Shell_exec("ls")0O0O00OO0. OO
000SELinuxd 00000 /var/log/messagesi0000000000

0000000000000000httpdddO

? 1 # /usr/sbin/getsebool -a | grep httpd
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PHPOODO00COselinux 00 apache exec 00000

000 Administrator
00, 16 00 2018 14:31 -0000 00, 1600 2018 14:42

0oooo

allow_httpd_anon_write -- off allow_httpd_mod_auth_pam -- off
allow_httpd_sys_script_anon_write -- off httpd_builtin_scripting -- on
httpd_can_network_connect -- off httpd_can_network_connect_db -- off
httpd_can_network_relay -- off httpd_disable_trans -- off httpd_enable_cgi -- on
httpd_enable_ftp_server -- off httpd_enable_homedirs -- on httpd_rotatelogs_disable_trans --
off httpd_ssi_exec --off httpd_suexec_disable_trans -- off httpd_tty comm -- off httpd_unified
--on

0000000000D000D0O0D000Mitpd_ssi_execlond 0000000000

? 1 # setsebool -P httpd_ssi_exec 1

00SELinux

0000000000000SELinuxb00SELInuxd00000000000000000000 CentOSOIEtd/selinux/configd
goooo
/etc/sysconfig/selinux

? 1 # vi /etc/selinux/config

OSELINUXDOOOdisabled

? 1 SELINUX=disabled
0oo00mooo
0ooo

000000000000SELinuxdDOO0000000 Fedorall Red Hatsetenforcell

0o
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PHPOODO00COselinux 00 apache exec 00000

000 Administrator
00, 16 00 2018 14:31 -0000 00, 1600 2018 14:42

? 1 # setenforce 0
00

? 1 # setenforce 1
gooooooo
oo

? 1 echo 0 >/selinux/enforce
00

? 1 echo 1 >/selinux/enforce
2. php.ini
safe_mode

00php.ini0safe_model0000000shell_exec()0000000exec()0000Mafe_mode_exec_dird000

disable_functions

00000php.ini0000shell_exec()000000000000000000000000000Oshell_exec()oOODO0OODOODDO

3. Sudoer
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PHPOODO00COselinux 00 apache exec 00000

000 Administrator
00,1600 2018 14:31 -0000 0O, 1600 2018 14:42

0000000000 apachel0000phplOCO00O0OO

? 1 2 3 <?php

O00phpl00000apachel0000000000LInux00000000000000000sudoerdlapachell000O0O0OOOOO
0oooooo

? 1 # visudo

[~
—

# vi /etc/sudoers

apachel00000000000000CONOPASSWDLOOOO0O00OrootiO00OO0OD

? 1 apache ALL=(ALL) NOPASSWD: /sbin/ifconfig

00apachelUttyl 0requirettyl D

? 1 #requiretty

000phpd000sudodOOOO0D

? 1 2 3 <?php

4.0000

O00phpl00000000DDODOOODOOCOOCO0O0O0O00O0ODD0ODDO0S

5. escapeshellarg

00000000000000000DD0eéscapeshellarg()000000000000000000OOOOOOOOO0O0ODO

4/5


http://emn178.pixnet.net/blog/post/72463845
http://emn178.pixnet.net/blog/post/72463845
http://emn178.pixnet.net/blog/post/72463845
http://emn178.pixnet.net/blog/post/72463845
http://emn178.pixnet.net/blog/post/72463845
http://emn178.pixnet.net/blog/post/72463845

PHPOODO00COselinux 00 apache exec 00000

000 Administrator
00,1600 2018 14:31 -0000 0O, 1600 2018 14:42

? 1 2 3 <?php

6.00

0000000ssh00000000000000000php0000000000000000O/usr/bin/javall000000php00000000
000jar00000000000000shell_exec()000stdoutd000stderrd00000shell_exec()0000000000R30"
&1 1> /dev/null

‘000

? 1 2 3 <?php

0ooo
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