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1. Cookie set without HttpOnly flag

00:000 :httponlyD00truel 0000 httpd O cookie, 00000 javascriptd00000cookiel00,000000000XSSO0

oooo:

PHPODOO

PHP5.20000000 HttpOnlyd 0000000000000 HttpOnlyd 0000 php.inid

session.cookie_httponly =

00000100 TRUEBDDDODDO Cookiel HitpOnlyDDOOOOOOOO0000OO

<?php ini_set("session.cookie_httponly", 1);
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/l or session_set_cookie_params(0, NULL, NULL, NULL, TRUE);

Cookiel 000 setcookiel 00 setrawcookiel000000007000000HttpOnlyll00000000

setcookie("abc", "test”, NULL, NULL, NULL, NULL, TRUE);

setrawcookie("abc", "test", NULL, NULL, NULL, NULL, TRUE);

00PHP5.1000000PHP40000000000headeri0000000

<?php header("Set-Cookie: hidden=value; httpOnly"); ?>
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2.X-Frame-Option 00

00:00000iframed0000,00X-Frame-Optionsin

00 :header(‘X-Frame-Options:Deny");

00 :header("X-Frame-Options:Deny');
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